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“Don’t hate the media, become the media.” - Jello Biafra
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Follow Jack and Stella on their
journey to media literacy
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EAVI Research on Media Literacy in All Member States

1. Trends and approaches to media literacy in Europe (2007)

2. Study on Assessment Criteria for Media Literacy Levels - A comprehensive
view of the concept of media literacy and an understanding of how media literacy
level in Europe should be assessed (2010)

3. Study on "Testing and refining Criteria to assess media literacy levels in all
Member States" (2011)

4, European Media Literacy Education Study. Study on "Media Education in
Schools, Best Practices and Policy Recommendations (2014)

5. European Commission Pilot Initiative. Assisting the EC for Assessing Media o
Literacy Levels (2015) €aVvl
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Why does it exist?

Rising inequality > Social/Environmental
Barriers to access are lower > Access/Technical Skills

. . . individual
Journalism economic model > Pluralism/Context competencies

knowledge of media
and media regulation

Filter bubbles and echo chambers > Regulation/Participation

understanding media content

Anonymity and context collapse > Awareness/Critical

balanced and active computer advance d
use of media and internet skills internet use

Confirmation bias > Critical/Awareness S

Friiares MEDIA AVAILABILITY MEDIA LITERACY CONTEXT
dClors

media education
civil society

media literacy policy

media industry

cinema

Outrage > Communication/Critical thin

Attention economy > Critical thinking

eavl

MEDIA LITERACY
for CITIZENSHIP




B vcnvear [

e Regulation

e Journalism funding and transparency

e Fact checking (debunking)
e Media Literacy (pre-bunking)
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“In an information-rich world, the wealth of information means a
dearth of something else: a scarcity of whatever it is that
information consumes. What information consumes is rather
obvious: it consumes the attention of its recipients. Hence a wealth
of information creates a poverty of attention and a need to allocate
that attention efficiently among the overabundance of information

sources that might consume it.” - Herbert A. Simon
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So when we talk about attention as a resource or an asset
which is being consumed by information then there is

effort needed to make sense of all of it and to ask the
right questions.
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:& ONCEPTS & QUESTIONS

OR MEDIA LITERACY

CONCEPTS QUESTIONS

ag gre constructed who created this mess

what creative technic re used to
attract my attention?

how might different people understand
this messac i

embedded values anc what lifestyles, values and points o
are repr ted i, or omitted from, this

message?

most media are organised to gain profit why is this sage being sent?
and/or power
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BEYOND ‘FAKE NEWS'

10 TYPES OF MISLEADING NEWS

propaganda adopted by governments, corporations
and non-profits to manage attitudes,
((( ))) values and knowledge

appeals to emotions

can be beneficial or harmful

clickbait eye catching, sensational headlines
designed to distract

often misleading and content may not
reflect headline

drives ad revenue

advertising made to look like editorial

potential conflict of interest for genuine
news organisations

consumers might not identify content
as advertising if it is not clearly
labeled

satire and social commentary or humour

hoax varies widely in quality and intended
meaning may not be apparent
f' can embarrass people who
® L confuse the content as true

established news organisations
sometimes make mistakes

mistakes can hurt the brand, offend or
result in litigation

reputable orgs publish apologies

false authentic images, video or quotes are

attribution attributed to the wrong events or person

counterfeit websites and Twitter accounts that pose as a

well-known brand or person

N.B. The impact and motivation assignments are not definitive and should just be used as a guide for discussion

partisan

conspiracy
theory

pseudoscience

SNAKE
*

misinformation

INOAW
YAW

doctored
content

ideological and includes interpretation of
facts but may claim to be impartial

privileges facts that conform to the
narrative whilst forgoing others

emotional and passionate
language IMPACT

tries to explain simply complex realities
as response to fear or uncertainty D neutral
not falsifiable and evidence that refutes

the conspiracy is regarded as further

proof of the conspiracy

rejects experts and authority

purveyors of greenwashing, miracle cures,
anti-vaccination and climate change
denial

misrepresents real scientific studies with

exaggerated or false claims MOTIVATION

often contradicts experts

includes a mix of factual, false or partly-
false content money

intention can be to inform but author

may not be aware the content is false politics/power
false attributions, doctored

content and misleading headlines humour/fun

entirely fabricated content spread

intentionally to disinform bassiol

guerrilla marketing tactics; bots, ..
comments and counterfeit branding (mis)inform
motivated by ad revenue,
political influence or both

()
content does not represent what the headline
and captions suggest I e : l ‘ ’ 1

MEDIA LITERACY

content, such as statistics, graphs, photos for CITIZENSHIP
and video have been modified or doctored

www.eavi.eu
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BEYOND THE HEADLINES

THE ONLINE NEWS VERIFICATION GAME

headlines m the headline makes use of ALL CAPS or “4 ) | images ® these are stock images or there are no .i‘}
excessive punctuationlli??? ~ captions on the images -

® the headline promises secret information, m the images have been doctored or relate to @
surprise, happiness, outrage different events

m the publication does not have its own N | ads E m the article is sponsored by a company or -."T‘}
domain name or uses a free blog platform L. organisation N

o the domain is counterfeit, eg. bbc.com.co e *." ® there are many intrusive banner or pop-up (’i"‘}

ads or the ads look questionable and cheap “=¥

author m there are no examples of their work else- /74 ¥ m there are many spelling or grammar errors ¢
I . \
where online 4 or the style and format looks unprofessional

m there is no identifiable author or the g u the text frequently uses emotional, @
author is using a psuedonym hyperbolic or sensationalised language

m there is no date on the article search = the are no links gr the links point to
questionable sources

m the information in the article is no longer ¢ ® there are no examples of this story
relevant or current elsewhere online

BONUS ROUND

interviews & m quotes sources but does not name them graphs & m refers to a study but does not say which @
opinions statistics study or you cannot find the study online

with authority on this topic or the topic : graphs and statistics appear skewed or
deserves a second opinion exaggerated

BONUS QUESTION 1
Can you find out who owns this publication? ea v 1

MEDIA LITERACY

YES+3NO-3 for CITIZENSHIP

www.eavi.eu

! " = the interviewee is not qualified to speak TR - = misprepresents the results of a study or

; ; ; T
Rules: Everyone starts with 36 points and subtracts them as they analyse their content. Compare your results at the end, \



bellingcat the home of online investigations

Resources ——

Automatically Discover Website
Connections Through Tracking Codes

July 31, 2017 By Justin Seitz

Translations: Pyccwma:

Bellingcat

This post was originally posted on the AutomatingOSINT.com blog here.A few
years ago Lawrence Alexander published a great piece on finding
connections between websites using Google Analytics (among others)
codes. Last vear | had published a post where | taught you how to

EU vs Disinfo

great was

journalist,

story he w:

. retool the |
build some

First Draft

i Latest news and analysis

O f W INTHEMEDIA SUBSCRIBE EN RU DE

NEWS AND ANALYSIS  DISINFO REVIEW  DISINFO CASES  READING LIST ABOUT

Using € ) ]
Pl PERCENTAGE OF UKRAINIANS Bigussiofthe Wesk: a5k

SEP WORKING ABROAD. TV Zvezda claims that almost half of Ukraine's

nonulation has left the country and is working

This fi , h ‘ t ted b
FIRST D RAFT SIGN IN | REGISTER IaD!ISe g:tr;u;\fveve{ is not supported by

20 | Espaiiol | Francais | Deutsch

PROJECTS RESOURCES MORE
ith f W

Essential resources for reporting and sharing information

that emerges online

PROJECTS HANDBOOKS MISINFORMATION CHECKLISTS

O

CrossCheck

Our verification newsroom debunked false information Our books cover vicarious trauma, copyright law and working The 7 types of misinformation, content creator motivationsand | News literacy basics from our verification guides and related
surrounding the French election with social sources how ts disseminated articles.


https://www.bellingcat.com/
https://euvsdisinfo.eu/
https://firstdraftnews.com/

Jason Michael - e *®
L
@Jeggit I\h i ,/J

Believe it or not, this is a shark on the freeway
in Houston, Texas. #HurricaneHarvy

4:00 PM - 28 Aug 2017

88,818 Retweets 1494311kes HYW S D% 3T 99

Q 72k 11 89K 7 O 149k M

Google - Reverse Image Search - right click >>
select ‘'search image on Google'

TinEye - reverse image search

EXIF data - see image metadata

SpyOnWeb - search by URL, IP Address,
AdSense ID, Google Analytics ID

<< A reverse image search shows that this
photo was first posted in 2011 after a
hurricane in Porto Rico and is in fact

fake. e avi
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https://tineye.com/
http://exifdata.com/
http://spyonweb.com/

I nVI D Home News About InVID Publicity Tools and Services Results

Detected image manipulation — Example 1

Image forgery by adding a fictional element

[e] Jelelelele]

Latest News!

Reverse Image Search - Google, Yandex and Bing
Keyframe analysis for video

Image magnifier

Photo and video metadata

YouTube thumbnail reverse image search

Reveal Image Verification Assistant

Advanced Twitter Search

InVid - http://www.invid-project.eu/
Tutorials - https://www.youtube.com/watch?v=nmgbFODPIBY&t=3s



http://www.invid-project.eu/
https://www.youtube.com/watch?v=nmgbFODPiBY&t=3s
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The New York Times Just The New York Times Takes Shot At
Ran This Petty Ad At The Trump In Epic Academy Awards Ad,
Oscars, What A Joke! Trump Is Furious

Richard Smeth

The truth is more important now than ever.

Buzzfeed were able to discover that these websites are owned by the same company in Florida by checking their
Google AdSense and Analytics IDs.


https://archive.fo/QIT8G#selection-483.0-483.63
https://archive.fo/p2UID#selection-197.0-201.66
https://www.buzzfeed.com/craigsilverman/how-the-hyperpartisan-sausage-is-made?utm_term=.voY02e7MQ#.nooZ3zQNk

Check out our posts with resources for teaching
about misleading information and data:

e Beyond Fake News: 10 Types of Misleading
Info

e Lies, Damned Lies and Statistics: A Data
Literacy Primer
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Consider becoming an individual

member of EAVI

click here

www.eavi.eu

eavi@eavi.eu
Twitter )
Facebook cavl
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